Abstract: In this tutoria, we give an overview of an Anomaly Behavior Analysis (ABA) methodology
that has successfully been used to analyze the behavior of different network protocols (IP, TCP, UDP),
wireless networks, and ModBus protocols. We also show how to use this methodology to analyze the
operations of the User-Cyber DNAs (UCD) data structures. The UCD-based behavior analysis uses
statistical and data mining techniques to determine the current operating region of the application and
also projects its behavior in the near future. The operating point (OP) of a user-cyber activities can be
defined as a point in an n-dimensional space with respect to well-defined attributes. An acceptable
operating zone for such behavior can be defined by combining the normal operating values for each
attribute. At runtime, the operating point of a user behavior moves from one zone to another and that
point might move to a region where the user behavior does not meet its security requirements. By
continuously monitoring the operating point of a user behavior and using statistical and data mining
techniques to project the trend of the operating point in the near future, we can then proactively predict
and detect the anomalous behaviors that might have been caused by malicious attacks. We will show
also how to apply this methodology to analyze DNS, WiFI, and HTTP protocols as well as how to
detect malcious HTML files.
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